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AHHOTAIIUA

B crarbe paccMmaTpuBaeTcs HHPOpMaMOHHas 0€30M1aCHOCTh aBTOMATU3UPOBAHHbIX
cucteM ynpasienus. llpennmaraercss UCHoJib30BaTh  CUCTEMbI  OMOMETPHUYECKOU
ayTeHTUQuKauuu. [lepCrieKTUBHBIM SIBJIETCS HMCIOJb30BaHUE aHalIM3a KJIABUATYpPHOTO
MIOYEPKa OMEPATOpa KAK OJWH W3 DJIEMEHTOB HWHTEUIEKTYaJIbHOTO JETEKTOPA CUCTEMBI
3amuThl. [IpuBeNeHbl TpU OCHOBHBIX AJNTOPUTMA AyTEHTHU(PUKALMHU IO KIAaBUATYPHOMY

nouepky. [Ipencrasien anroputm paboThl pexkrMa 00yUeHUs U ayTeHTU(DUKAIUH.

KiroueBble cii0Ba: aBTOMaTU3MpPOBaHHAs CHCTEMa YINpaBleHUsS, HH(POPMAIIMOHHAsS
0e30macHOCTh, MH(POpPMALIMOHHAA CHCTEMa, O€30MaCHOCTh HMH(MOPMALMOHHBIX CHCTEM,
OonomMerpuyeckas ayTeHTU(UKAIMS, KJIaBUATypHbIN TTOYEPK.

BBenenue

Pa3Butue I/IH(i)OpMaI_II/IOHHBIX TEXHOJIOTUM W HX HCIOJb30BAaHUE B CHCTEMax

pa3IMIHOTO0 HA3HAYCHHA IMPHUBOANUT K TOMY, UYTO IOABJIAIOTCA HOBBIC BHUIbI YHSBHMOCTCﬁ
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MH(POPMALIMOHHONW OE30MaCHOCTH TakuX cucteM. Jlns moBbleHus 0e30MacHOCTH
uHbOpMallMl HEOOXOAMMO TIOCTOSIHHO COBEpIICHCTBOBATH CHUCTEMBI M MEXaHU3MBI
3amuThl [1, 2].

He uckiroueHneM SIBISIOTCS U aBTOMAaTU3UPOBAHHBIE CUCTEMBI yripaBieHus [3, 4].
[lon aBTOMATM3MPOBAHHBIMM CHCTEMaM{ YIpPaBIEHUS OyJEeM IIOHUMAaTb KOMIUIEKC
CPEICTB aBTOMAaTH3aIlMHU, KOTOPBI UMEET B CBOEM COCTaBE MPOrPAMMHYIO U almapaTHYIO
qacTh, U OOY4YCHHBIH TMEpCOHAJ, NpPeIHA3HAYCHHBINH IS YIPABJICHUA Pa3TUIHBIMU
IIPOLIECCAMM.

Kak ormeueHo B [5], omHUM U3 CIOCOOOB 3amUTHl WHPOPMAIUH B
aBTOMATHU3UPOBAHHBIX CUCTEMAX yIpaBiIeHUS SIBIISIETCS UCIIOJIb30BaHUE
MHTEJJIEKTYaJIbHOTO JETEKTOpa, OJHOM U3 MOACHUCTEM KOTOPOIO SIBJISIETCS MOJCUCTEMA
aBTOPHU3ALINU B CUCTEME.

Buomerpuyeckasi ayTeHTH(UKAIUS ¢ HCIOJIH30BAHNE KJIABUATYPHOIO
novyepkKa B aBTOMAaTH3HPOBAHHOI cUcTeMe yIpaBJIeHUs!

ABTOpHU3alMs — NPEJOCTABICHUE OINpPEeNeIEHHOMY JIMIy WM TPYMIE JUIpaB Ha
BBITIOJTHEHUE OMNpEeACNAEHHBIX JEHCTBUM, a TakXke MpoLecc MNPOBEPKU(IOATBEPKACHUS)
JIAHHBIX TIPAB TIPY MOMBITKE BBIOIHEHUS ITHX JieiicTBuil [6].

[Tpu pasrpanuueHuM NpaB AOCTyNa B MHPOPMAIMOHHON CHUCTEME MOJIb30BATEINIO
HEOOXOUMO TIPEACTaBUTHCSI W TMOATBEPAWTh CBOKO JIMYHOCTh, TaK Ha3bIBacMbIC
unaeHTuuKaus u ayreHtudukanus [/]. B Hacrosmiee BpeMs CyliecTByeT |
UCTIONB3YETCsl  OOJBIIOE KOJMYECTBO cHUCTeM ayTeHTu(dukamuu. Bcee Oombiryro

MOMYJISIPHOCTh IPUOOpETaeT OMOMeTpuyYecKas CHcTeMa ayTeHTH(HUKAIUH, 00Janaroias
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BO3MOKHOCTBIO YCTAaHOBUTH JMYHOCTh W TpaBa JOCTYIA IMOJH30BATEIS MO KaKUM-JIHOO
OroMeTpHYeCKUM JaHHBIM [8].

Bo3pocmias  momyisipHOCTh  OMOMETPUYECKHMX  CHCTEM  OMNpeAeNsieTcss  uX
PEUMYIIECTBAMMU:

— HET HEeOOXOAMMOCTH 3alIOMUHATH OOJIBIINE U CJIOKHBIE TTAPOJIH;

— OTHagacT HeOOXOIUMOCTh TIEPEHOCA KAKUX-JTNOO TOTIOJHUTEIBHBIX YCTPOMCTB,;

— CHIDKAETCS BEPOSTHOCTH OLIMOOK MpU ayTeHTU(DUKAIIH,

— HEJb3s Mepe/laTh CBOM OMOMETPUYECKUE JaHHBIE IPYTOMY JIUILY.

Cpenu HeTOCTaTKOB TaKMX CHCTEM MOKHO BBIJICIIUTH CIIEAYIOIINE:

— CJIOKHOCTb Pa3pabOTKU CUCTEMBI,

— CIIO’KHOCTD MIPaBUJILHOM HACTPOMKY;

— BBICOKAsl CTOUMOCT.

OaHUM U3 BO3MOXHBIX CIOCOOOB KiIacCH(pUKAIMKU OUOMETPHUECKUX CHCTEM
ayTeHTU(PUKAIUKA SIBIISIETCS XAPAKTEPUCTUKH YEJIOBEKAa, KOTOPhIE MOXHO DPa3JeiuTh Ha
JIUHAMHUYECKHE U CcTaTH4eckue |[8].

JInHAMUYECKUMH SIBJISIIOTCS METOJbl OCHOBAaHBICHA IMTOBEICHUYECKIX OCOOEHHOCTSIX
KOHKPETHOT'O YEJIOBEKA: TOJIOC, PYKOMHMCHBIM TMOYEPK H, KaK €ro JajabHEHIee pa3BUTHE,
KJIABHATYPHBIA TOYepK. K cTaTM4ecKuM OTHOCATCS TEMETO b, KOTOPhIe OCHOBAaHBI Ha
(bU3HOTOTUYECKUX XapaKTEPUCTHKAX YEJOBEKa: OTIEYaTOK Mayiblla, paay’kHast 000JI04Ka
rja3a, FeOMETPUS YaCTEU TEIIA.

[TockonbKy OOMBIIYI0 YacTh BPEMEHH B COBPEMEHHOM MHUpPE IOJIb30BATENb

aBTOMaTHBHpOBaHHOﬁ CHUCTCMBbI YIPABJIICHUA IIPOBOAUT 3ad IMICPCOHAIBHBIM KOMIIBIOTCPOM,
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Oosee TMOAPOOHO pacCMOTPUM €ro KiIaBUATypHBIA Touepk [9]. Drtor Meton
ayTCHTU(PUKAIIMA OTHOCUTCA K JUHAMUYCCKUM XapaKTEPUCTUKAM YEJIOBEKa W MOXKET
MEHSTBCS C TeUCHHEM BpeMeHH. [Ipu MCTIOIb30BaHUM JTaHHOTO METOAA ayTCHTH(HUKAIUH
HET HEOOXOJUMOCTH B TMOKYNKE JOMOJIHUTEIHLHOTO JOPOTOCTOSIIEr0 O00OpYIOBaHUS.
Hcnone3yss OOBIYHYIO KIABHUATypy, KOTOpas HIET B KOMIUIEKTE C MEPCOHATBHBIM
KOMIIBIOTEPOM M CIIELUATIBLHOTO MPOTPAMMHOI0 00ECTICUeHUS TOSIBISIETCS BO3MOXKHOCTD B
CUMTHIBAHUH THHAMHYCCKUX XapaKTEPUCTHK MOJIH30BATEISI.

K ogHOMYy M3 HEZOCTAaTKOB HCIIOJIb30BAHUSA AYTCHTH(PHUKAIMU C HCTOJIH30BAHUEM
KJIaBHATYPHOTO TOYepKa MOXKHO OTHECTH CIEAYIONIUH: C YJIyYIIEHHE HaBBIKOB
MOJIb30BaTe s PabOThI C KJIABMATYpOW HM3MEHSCTCA M €ro KiaBuaTypHbId mouepk [10].
Cucreme HEOOXOJUMO MOCTOSIHHO MPOBOJUTH KOPPEKTUPOBKY W OOHOBIATH CBOM 0a3bl
JaHHBIX, COJIEPKaIlle XapaKTepUCTUKU Toib30oBaTens. JlaHHyl0 TpoOiieMy MOXKHO
pEeINTh, WCIOJB3YyS TMPOTPAMMHBIM METOJ OOHOBJIEHHUS JTajJOHA W IOCTOSHHOTO
nepeoOydeHHs.

Hcnonb3yss crepyomme AUHAMHUYECKHME TIapaMeTphbl, KJIaBUATYPHBIH TMOYEPK
MOJI30BATENSI MOYKHO OIMUCATH C MOMOIIIBIO:

— CKOpOCTH BBOJla CHMBOJIOB — KOJIMYECTBO BBEJCHHBIX CHMBOJIOB 32
OIPEICIIEHHBIN BPEMEHHOM OTPE30K;

— IMHAMUKH BBOJIa CHMBOJIOB — XapaKTEPUCTHKA, YUYMTHIBAIOIIAS BpPEMs MEXKIY
HAKaTHSIMH KJIABUII KJIABHATYPHI,

— OTNEYaTKU MPU BBOJIE — XAPAKTEPUCTHKA, OTPAXKAIOIIAsi COBEPIICHHBIE ONTHOKU

npu BBoje [12].
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Kak ormeueno B pabore [9], B Hacrosiiee BpeMs HCIOJIb3yeTCSd TPU OCHOBHBIX
IrOpUTMa AyTEHTU(PHUKAIIUH 10 KJIaBUATYPHOMY MOYEPKY:

1. Ananu3 Bo Bpems BBOJIa apoJIsl.

2. AHanM3 Ha OCHOBAaHUM BBOJA JIONOJHUTEIBHOTO TEKCTOBOIO (pparMeHTa WiH
dhpa3sbl.

3. [loCTOSIHHBIN CKPBITHIIT MOHUTOPUHT.

Hcnonb3yst mEpBbI alrOpuTM, Mbl MOJTYYae€M BBICOKOE OBICTpOAEHCTBUE PaOOTHI
CUCTEeMBbI, T.K. JJi1 ayTeHTHU(UKAIMU HEOOXOJMMO TMPOCTO BBECTH MApPOJb 3aJaHHOU
JUIMHBI U CJIOKHOCTH. OCHOBHBIM HEJOCTATKOM JAHHOTO aJIrOpUTMa MOXHO CUMTATh
CIIMIIKOM KOPOTKMHA maposib. Takke Mpu YCHEIHOW ayTeHTU(UKALHUU B CUCTEME
OlepaTop MOXKET IOKHHYTh pabodee MECTO MO Ciy)kKeOHOM HEOOXOIMMOCTH U He
3a0JIOKMPOBAaTh CUCTEMY. DTUM MOET BOCHOJB30BATHCS MOTEHIUATIbHBIA HApYIIUTENb
JUTSI BBIMTOJTHEHUS! KaKMX-TMOO aTak Ha MHPOPMALIMOHHYIO CUCTEMY.

Bropoii anropuT™M JMIIEH HEIOCTaTKa Ha JJIMHY MapoJis, MOTOMY 4YTO Tpelyer
BBOJIa OOJIBIIIETO KOJIMYECTBA CUMBOJIOB, HO JIMIIAETCSI ObICTPOJIEHCTBUS, IOTOMY YTO Ha
BBOJI JIOTIOJTHUTEIBHOU (hpa3sl OOIBIIOr0 00BbeMa TpeOyeTcs MHOTrO BpeMeHU. JlaHHBIM
anroput™ 3(¢(HEKTUBHO MPUMEHSATH, KOTJIa ONEPaToOp Majlo OTBIEKAETCS OT BBIOJHEHHUS
CBOMX OOSI3aHHOCTEH U MOUYTH BCE BPEMsI HAXOIUTCs Ha paboueM MecTe.

AJTOPUTM MOCTOSIHHOTO CKPBITOTO MOHHUTOPHHIA SIBISETCS CaMbIM CIIOXKHBIM B
peanu3alnuMu U TpeOOBaTENbHBIM K pecypcamM KOMIIBIOTEpAa, HO B TO K€ BpeMs, OH
00ecreynBaeT BHICOKYIO TOUHOCTh OMPEIEIeHUS TOTEHIIMATIBHOTO HApYILIUTEIS.

B ocHoBe paboThl BCeX TpeX aJIFTOPUTMOB JIEKHUT CPABHEHHUE C ATATIOHHONW MOJEIBIO

MMOBCACHWA, KOTOpas COIACPKHUTCA B Oaze JaHHBIX. OTta MOJACIb CO34aCTCA B TakK
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HA3bIBAEMOM pEXKHUME OOYyUYeHHS CHCTEMBI, BO BpeMs PabOThI KOTOPOTO coOupaercs
CTaTUCTHYECKass MHPOpManus O KJIaBHATypHOM TOYEpKe mMojb3oBarens. HeoOxomumo
OTMETUTH, YTO FTAIIOHHASI MOJIEJIb MOYKET CO3/1aBAThCS M HA TECTOBBIX MPUMEpPAaX, KOTOPHIE
HE HUMEIOT OTHONIEHHWE K BBOJAY HacTosimiedl uHbopMaluu B aBTOMAaTU3UPOBAHHOM
CUCTEME.

Bo Bpemss paGotrel pexuMa OOyYEeHHS CHCTEMBI TOJh30BaTelb  BBOIUT
OTpEeICJICHHBIC TECTOBbIE (Ppa3bl, KOTOPHIC MOATOTOBJIEHBI 3apaHEE U JNOJIAKHBI MEHSIThCS C
T€UEHHEM BpeMeHU. BbrIOOp TeCTOBBIX (pa3 SBISETCS BaXKHBIM 3TAalOM, MOTOMY YTO
HE0OX0AMMO coOpaTh JOCTAaTOYHOE KOJIMYECTBO CTATUCTHUYECKON  HMH(pOpMaINH,
MPUOJIMKEHHON K pealibHOM padoTe.

OrajnoHHas  MOJENb  TOBEJACHUS  MPEJCTaBisieT  coOOM  JIMHAMHUYECKHE
XapaKTEPUCTUKHA YEJIOBEKA, KOTOPHIE B NAIBHEUIIEM HCHOJIB3YIOTCA ISl CPABHEHUS C
MapameTpaMH JIML, TBITAIOIIUXCS MOJYYUTh Ha JOCTYH K pecypcam.

[Tocne pexnma 00yuyeHuUsI, B IEPUOJI HOPMATHHOTO (PYHKIIMOHUPOBAHUSI CUCTEMBI,
Ha JTane WIACHTU(UKAIIMU, PACCUMTAHHbIE HAa OCHOBE CTAaTHCTHYECKOW HH(pOpMaluu
OLICHKM, CPAaBHHUBAIOTCA C OTAJIOHHBIMM, HA OCHOBAaHMM 4YEro JeJaercsi BBIBOA O
COBNAJCHUH WJIM HECOBMNAJCHUM ITApaMETPOB KJIABUATYPHOT'O MOYEPKa.

Korma momydeHHele B Xxoae paOOThl CTAaTUCTUYECKHE JAHHBIC OTJIMYAIOTCS OT
ATAJOHHOW MOJIENN TOBEJEHUs OOJIbIIIE YeM Ha 3aJaHHOE CHUCTEMOW 3alllUThl 3HAUYCHUS,
MOJIb30BaTENb  IOJIydaeT OTkKa3 K pabore, a cucreMa 3aluThl  (QopMuUpYeT
MpeaynpexaIiee cooOeHue.

ANTOpuUTM pexkuMa 00y4YeHUs MPEACTABIECH HA PUCYHKE 1.
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Knasumra nakata
0oJree OHOTO
paza?

IIpoBenen ananus
BCEro mMaccuna?

Knasumra
Haxkarta?

Knapumra
IOIro Ha)kaTta?

[
»

OOHapyXeHHe COOBITHS
KJIaBUATYPBI

IMoncuer BpemeHU yaep>kaHus
KIIaBHII

OnpenencHre BUIa COOBITHS

OrnpeienieHne KITABUIIN
COOBITHS

3anuch B TMHAMAYECKUN
MacCCHB COOBITHIT KJITaBUATYPHI

Her

Knasumra
oTmyuieHa?

[ToncueT BpemeHu HaxaTus
KJIaBIIA

OmnpeneneHre HATIMYUSL
HaJIOKCHUH

Ha

Ectp
HaI0KeHUA?

[epexon k crenyroneMy
9JIEMEHTY MaccHBa

Her

CoObITHE C
CHCTEMHOM
KJaBuUIIei?

Pucynok 1 — Aiaroputm pexxuma oOyueHus
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Honacuer BYK ans kaxoi 3amce BYK B
A 8 A 3anuce BYK B BeIOOpKY 2
KJIaBHIIN BO BCEX BBIOOpPKaX
BBIOOpKY 1
Coxpanenue sTanoHa O6HOB1EHNE KonmmuecTBa BYK O6HOB1EHNE KonmmuecTBa BYK
omeparopa B BBIOOpKE 1 B BBIOOpKE 2

Pucynok 1 — Aaroputm pexxuma 00y4yeHust (OKOHYaHHE)

Jns ayTeHTM(UKAIUMU C HMCHOJIb30BAaHUEM KJIABUATYpPHOrO IOYEpKa MpPHU BBOJIE
naposisi ciaenyeT oopamarb 0co00e BHUMaHUE HAa CKOPOCTh U AMHAMHUKY BBOAA. Tak ke B
[9] oTmeueHO, UTO BpeMEHHBIE HMHTEPBAIBI MEKAY HAXKATUSIMH KJIaBHII 00Jee TOYHO
XapaKTEPU3YyIOT KIIABUATYpPHBIM IIOYEPK ONEpaTropa, 4eM BpeMs YIACp)KaHMS KIIABHII
(BYK) [12].

CrnenyeT y4uThIBaTh, YTO HEOOXOAUMO MPOU3BOAUTH (PUIBTPALIUIO JOJITUX HAXKATUN
KJIABMILI OT BBOJA MOAPSIT OAUHAKOBBIX OYyKB, HAIPUMEDP, KMM» B CIIOBE «IIPOrPAMMAY).

PaccmoTpum  anroputm  ayreHTH(dukanuu. OOBMHO MpoOLECCYy aBTOpU3ALUHU
MpEAIIECTBYET MPOLIeCC ayTEHTU(DUKAIUU — TIOATBEPKACHUE TOITTMHHOCTH, COOTBETCTBUS
orepaTopa NpeabsIBICHHOMY UM HJICHTU(DUKATOPY.

B gaHHOM anropurMe CpaBHEHHE C STaJOHHOM MOJEIBI0 NPOUCXOIUT Ha
OCHOBaHUU UJIEHTU(PUKATOPA, KOTOPBIM MPEICTABUIICS MOJIH30BATEb.

AJTOpUTM ayTeHTU(PHUKALUU MIPEACTABICH HA PUCYHKE 2.
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KJIaBHII oreparopa
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KJIaBUATYPBI

Her

Knapumra

IMojcuer BpeMeHH yaepiKaHus
oTmyuieHa?

KJIaBHUII

Iloncuer BpeMeHu

OnpenencHre BUIa COOBITHS
Ha)KaTHS KJIaBIIH

OHp CACICHUEC KIIaBHUIIIN Or[pe;[eneHHe HaJIn4us
COOBITHUS HAJIO)KESHUI

3anuch B IMHAMAYECKUH
MacCCHB COOBITHI KJIaBUATYPHI

Ha

Ectb
HaI0XEHUA?

ITepexon k cnemyromemy Her CoOriTHE C
— 3JIEMEHTY MacCHBa CUCTEMHOU Ta
KJIABUIIIEH?

Pucynoxk 2 — Anroputm ayTeHTUPUKau
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CpaBHEHHE STAIOHOB

3amucs BYK B BBIOODKY 1

3amuce BYK B BBIOOpKY 2

Her CoBniazienne
HIDKE TIOpora

mocryma?

Ja

OoHnoBienue konnuectsa BYK
B BEIOOpKE 1

OoHoBieHKe KomuecTBa BYK
B BBIOOpKE 2

ABTOpHU3aIys OTka3 B
orepaTopa aBTOPU3AINU

—

Pucynox 2 — Anroputm ayreHTUPUKauu (OKOHYAHHE)

BoiBOABI

Takum 00pa3om, [l TOBBIMICHUS 3aIIMILIEHHOCTH WH(OPMAIIMOHHBIX CHCTEM H
aBTOMAaTU3HPOBAHHBIX CUCTEM yIPABJICHUS IpeIaraeTcs
OMOMETPUYECKYIO0 ayTEHTU(HUKALIMIO HA OCHOBE KIIABUATYpPHOT'O MOYEpKa MOJIb30BaTEels,
KaK peanu3aluy OAHOW M3 (PYHKIIMM WHTEIIEKTYaJbHOTO JETEKTOpa CUCTEMBI 3aLIUThI

uHdopmaruu. [lpuBeaeHo omucanue W XapaKTEPUCTUKH KIABHATYPHOTO TOYEpKa

nonp3oBarens. [lpuBeneH  amroputM  perucTpaluu

ayTeHTU(UKALUU B CUCTEME.

KJIaBUATYPHOTO

noyepka

HCIIOJIB30BaTh
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Abstract

Information technologies development in many areas of human life activity led to
the necessity of automated systems for any process control. The task of information
protectiveness, which enters, processes and stored in these systems, becomes up-to-date as
well.

Earlier, it was noted in the works that, in our opinion, application of the intellectual
detector of the information protecting system in the automated control systems, was up-
to-date.

One of the intelligent detector subsystems is the authentication subsystem within the
information system. Let us take a closer look at the biometric authentication. These
systems are based on unique biometric specifics of the particular person. They can be
divided into dynamic ones, which are subjected to changes with time, and static, remaining
unchanged.

They can be divided into dynamic, which are subject to change over time, and static,
which remain constant.

With authentication in the automated control system, we suggest employing user’s

keyboard handwriting, which refers to the person’s dynamic characteristics.


mailto:newmihei@gmail.com
mailto:mitrofanovd@mail.ru

Under the keyboard handwriting we understand a set of dynamic characteristics of
the working with the keyboard. The standard keyboard allows measuring the following
timing characteristics: the time of holding the pressed key and the time interval between
keystrokes.

With this authentication technique employing there is no need to purchase extra
expensive equipment. It becomes possible to read user’s dynamic characteristics, using a
conventional keyboard that comes with a personal computer, and special software.

At present, three basic authentication algorithms based on the keystroke handwriting
are being employed. These are analysis while password entering, analysis, based on
entering extra text fragment or phrase, and constant covert monitoring. Each of the
algorithms has its pros and contras. System development complexities, operation time, and
requirements to the computer speed can be highlighted as the common differences.

Operation of each algorithm is based on comparison with the reference behavioral
model.

During operation in the system training mode the user enters certain test phrases,
which were prepared in advance and should be changing with the with the passage of time.
The text phrases selection is an important stage, since it is necessary to collect sufficient
amount of statistic information close to real operation.

After the learning mode, the estimates calculated based on statistical information are
compared with the reference ones during the period of the system normal operation at the
stage of identification. On their basis, a conclusion is made on the keyboard handwriting

parameters match or mismatch.



When statistical data obtained in the course of work differs from the reference
behavioral model by more than the value set by the protection system, the user gets a
refusal to work, and protection system generates a warning message.

Thus, in our opinion, the user authentication application in automated control

system employing the keyboard handwriting is prospective

Keywords: automated control system, information security, information system,

information systems security, biometric authentication, keyboard handwriting.
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