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AHHOTauus. B craTbe paccMaTpuBarTCs Cnoco6bl GOPMHUPOBAHUSA HOBBIX MPaBUJI
OOHapy>XeHUsI B YCJOBUSX Pa3BUBAKOIIErOCS LEHTPAa MOHUTOPHUHIA HWHIUAEHTOB C
[eJIbl0 YCKOpPEHHSI pearupoBaHUs Ha ONacHble TMPOUCIIECTBUSI B KOHType
npeAnpUATUS aBUALLMOHHOW oTpacav. HayuHast HOBM3HaA 3aKJ/I04aeTCsl B IPUMeHEeHU U
HOBOIO MeTOJla KOHBepTalMUU MpaBuUJ OOHapyxeHus ¢opmarta Sigma B ¢opmar,
nojJep:kvBaeMbld 1iardiHoM Opensearch Alerting. IlpakTudeckass 1eHHOCTb
3aKJIIDYaeTCsl B BO3MOXHOCTU MNOAJEPKKHM YHUPULUMPOBAHHOrO ¢opMaTa MNpaBUJI
0O0Hapy»KeHUs], YTO CHOCOOCTBYET OBICTPOM aKTya/M3aldM LEHTPa MOHUTOPHUHIA C
COBpPEMEHHBIMM NpPaKTUKaMU OOHapyxeHus. [IpoBejeHO wuccaefoBaHUEe INJIarMHA
Opensearch Alerting, oTBevawuiero 3a NoAJepPXXKYy NpaBUJ OOHapyKeHUsl. AHaIW3
CTPYKTYPbl CYLIHOCTEMN MJIarMHa MOKasa/l UHUPOKUKW PYHKLMOHAJ U BBICOKUH MOpOT
BXO0/la /il HavyaJsia pa3paboTKu. belia onpesesieHa Kio4YeBasi COCTaBJSAOILAS LIEHTPOB
MOHUTOPHHIA - NpaBWJa OOHApPYKEHUS WHLMUJEHTOB U MPOLECC UX HENpPepPbIBHOU
pa3paboTKH, B CBSI3U C 4eM CPOpMHUpPOBAHA TabJMLia C BO3MOXHbIMA UCTOYHHKAMHU
JlAaHHbIX [IJI1 pPa3pabOTKM HOBBIX NpaBWJ. B XxoJe CcpaBHUTEJNBHOTO aHaJu3a

YCTaHOBJIEH caMbIH 3(1)(1)eKTHBHbIﬁ NCTOYHUK OAaHHbIX — OTKPbITbI€ PEIIO3UTOPHUHU C
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npaBusaMu B ¢opmarte Sigma. Ha mpumepe Sigma-npaBuiia, BK/JIKOYAKOLIETO B CeoOA
CJI0KHbIe QYHKIMOHAJIbHbIE 3JIEMEHTHI, ObIJIO YCTAHOBJIEHO COOTBETCTBUE CYLIHOCTEN
B CTPYKType npaBus AByX ¢opmaToB - Opensearch Alerting u Sigma. B pesysbTaTe
YCTAaHOBJIEHUSI COOTBETCTBUSA, OblJ pa3pab0TaH YHUBepPCAJbHbIM 1A6JIOH B dopMaTe
Jinja2 ns1s1 6ecuioBHOM KOHBepTaLyMu Sigma-npaBui B paBuiia Opensearch Alerting.

Knwuesbie cyioBa: uHPOpMaUOHHAsA 0e30MaCHOCTb; MOHHUTOPUHI 0e30MacHOu
pa3spaboTku; SIEM-cuctembl; OOHapyKeHUe WHIMAEHTOB; KOpPpPeasAUs COObITHM;

npaBuJia ooHapykeHusa Opensearch.
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Abstract. This article examines methods for developing new detection rules within an
evolving Security Operations Center (SOC) to accelerate the response to security
incidents in the infrastructure of an aviation industry enterprise. The scientific novelty
of the work lies in the application of a novel method for converting detection rules from
the Sigma format into a format supported by the OpenSearch Alerting plugin. The
practical significance is the ability to maintain a unified detection rule format, which
facilitates the rapid updating of the SOC with modern detection practices. A study of the
OpenSearch Alerting plugin, which is responsible for supporting detection rules, was
conducted. An analysis of the plugin's entity structure revealed extensive functionality
but also a high barrier to entry for initial development. The key component of SOCs
incident detection rules and their continuous development process was identified.
Consequently, a table of potential data sources for developing new rules was compiled.
A comparative analysis established the most effective data source: open repositories

with rules in the Sigma format. Using a sample Sigma rule that included complex
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functional elements, a correspondence between the entities in the structure of the two
rule formats—OpenSearch Alerting and Sigma—was established. Based on this
established correspondence, a universal Jinja2 template was developed for the seamless
conversion of Sigma rules into OpenSearch Alerting rules.

Keywords: cybersecurity; software development life cycle; monitoring of secure
development; SIEM systems; incident detection; event correlation, Opensearch

detection rules.

BBegeHue

3a nocaeguuiut rog peiHOK SOC B Poccuu Bbipoc 6osiee yeM Ha 30%. Ocob6eHHO
OCTPO OIIYLIAETCS POCT aTaK Ha MPeANPUSITHSA aBUALMOHHON chephl, YTO BBIHYK/AAET
COOTBETCTBYIOIIME KOMIIAHUW pPa3BUBAThb CBOK HUHPPACTPYKTYypy 3alluThl. Takas
TEHJEHIUsl CBsI3aHa C MPOAOJ/LKAKIIMMCSA POCTOM KUOepaTaK Ha KJIHYEeBYIO
MHOOPMALMOHHYI0 HWHQPACTPYKTypy KpYIMHBIX KOMNaHuW [1]. JTa ke TeHJAeHLUs
3aMeyeHa U B Apyrux ctpaHax. OCHOBOM 60pbObI C aTaKaMU SIBJISAETCS OecrniepeborHbIN
MOHUTOPHHT COObITUN BHYTPHU Bced UHPOPMALMOHHON HHPPACTPYKTYPbl, UMEHHO 3Ty
yCJAYTy U OKa3bIBaloT coBpeMeHHble SOC. B ocHOBe CBOeBpeMEHHOI'0 0OHapyKeHUsI U
pearupoBaHUsI HAa HUHIMAEHTbl B KOHType JIXXUT IPAaMOTHO MOCTPOEHHBIA Habop
NpaBWJ, OTBEYAKIUX 33 TMOUCK KPUTHUYECKUX ILeNoYeK COObITUH, KOTOpbIe
MHPOPMHUPYIOT O BOSMOXKHBIX YTP0O3axX U HAPYIIUTEASIX [2].

llenbto paboThl sABJSETCS TMOBbIlIeHME 3(PPEKTUBHOCTH OOHaApYKEHHUS
VWHIMJIEHTOB CUCTEMAaMHd MOHUTOpPUHra Ha 6a3e Opensearch 3a cuéT obecrneyeHUs HUX
COBMECTHMOCTH C IpaBUJIAMHU KOppessiiuu Sigma.

O0BeKT HccaeJ0OBaHUsA: IpoLecc obecreyeHUss 6e30NaCHOCTU UHPOPMaMOHHOM
HHPPACTPYKTYPhI C UCIIO0JIb30BAHHEM CUCTEM MOHUTOpPHHTA Ha 6a3e OpenSearch.

[IlpenMeT wucciefoBaHUS: MeXaHU3M IMOCTPOEHUS W ONTHMHU3ALUK MPaABUI
06Hapy>XeHUs1 KUOepyrpo3 B CUCTeMax MOHUTOpPUHra Ha 6a3e OpenSearch.

MaTepuajibl U METObI

OpHOM U3 HanboJsiee NOAXOAAIIMX BEKTOPHBIX 0a3 AaHHBIX AJis nocTpoeHuss SOC

B HbIHENIHUX yCa0BUsIX siBjasieTcs: Opensearch. O6yc/ioB/IEHO 3TO LIUPOKUM CIIEKTPOM

CIJYHKLU/IOHaJIbeIX BOSMO)KHOCTGIL/’I, IIOJIHOCTbIXO OTKPbLITBIM HCXOAHBIM KOAOM, 4YTO



NO3BOJIIET J0paboTaTb CUCTeMy I0OJ TpebOBaHUA 3aKa3uYUMKOB, MCIIOJb30BaHUE
NpOBEPEHHBIX MNPAaKTUKOW W BpeMeHeM TexHosorui wu3 Elasticsearch. Opnako,
MEeXaHM3M pa3paboTKU MpPaBUJ 0OHAPYKEHHUS SIBJSETCS TPYJAOEMKHUM U3-3a CJI0XKHOTO
CMHTaKcuca IarvuHa Alerting, KOTOpblM M OTBedaeT 3a IpaBWJa OOHapy:KeHHUS B
flaHHou cucrteMe. Ha pucyHke 1 mnpeacraB/ieHa YHOPOUEHHAasA CxeMa, KOTOpasd
ONKCHIBAaeT B3aWMOJEWCTBUE KOMIIOHEHTOB IpaBuJa OOHapyxeHuss Opensearch
MexJy cob60oil. AHa/M3 AuarpaMMbl [O3BOJIIET CAeJaTb BbIBOJ O LIUPOKOM
dGYHKLUMOHAI B 006J1aCTU OOHApYy»XeHUs U MpeoOpa30BaHUA [JAaHHbIX, HO BMECTE C TEM,
O4YeHb BBICOKMMU MOPOT BXOJA M OTCYTCTBUE YHUPUKALUU C APYTHUMU CUCTEMAMHU
o6Hapy»keHUs.. OCHOBHOM CYIIHOCTbIO siBJsieTCs Monitor, KOTOpbIH, paKTUYECKH, U
npejCcTaBJsAeT U3 cebs LieJibHOe MpaBujo obHapy:keHhe. B Monitor nmpucyrcTByeTt
Trigger (MexaHH3M, OTBeYalOIMK 3a CcpabaTbiBaHHWE INpaBWJa IO KaKOMY-J1M6O0
ycaoBulo), Action (zeiictBue mpu cpaboTke mnpaBuia), Notification (cnenuanbHas
CYIIHOCTb /IJI1 OTOBEIeHUs Y3JI0B 0 cCpaboTKe MpaBuJia), a Takke Input, B KOTopom
HaXOJSITCS MOUCKOBbIE 3aMPOCHI M arperaiuy, cobuparoiiue JaHHble U3 COObITUN Ui

IIpaBHJIA.
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OcHoBOUM 3¢PEKTUBHO (QYHKIMOHUPYIOIEN CUCTEMbl MOHUTOPHHIA SIBJSIOTCA
aKTyaJibHble MpaBWJia OOHapykeHus U 3PPeKTUBHASA MeTOJMKa HX CO3/aHUS.
MeTonvka [Jo/kHAa onpeAesasaTb Habop CclieHapueB, /[Jid KOTOpPbIX TpebyeTcs
NOArOTOBUThL NMpaBUJA, a TaKKe obecrieyruBaTh ObICTpPOEe CO3JaHHe, TECTUPOBAHHE U
BHeJ[peHUe JaHHbix mnpaBua [3]. [logbop clueHapueB OOHApYXeHUS SBJISETCA
npo6JieMaTUYHOU U TPYZI0EMKOM 3a/jauel, TaK KakK 60JiblI0e KOJIUUYECTBO YIPO3 MOXKET
noMeumatTb CPOPMHUPOBATH BEKTOP Pas3BUTHUSA  pa3pabaTbhbIBAEMOM  CHUCTEMbI
MOHUTOpHUHrA [4]. B Tabaune 1 npuBeAeHbl HCTOYHUKU, KOTOPble MOTYT MOCAYKUTh

OCHOBOU AJIA ITIOCTPOEHHUA ITPpaBUJI CUCTEMBI MOHHUTOPHHTIA.

Ta6suna 1
M CTOYHUKY JAHHBIX [JIs TOCTPOEHUSI HOBBIX MPABUJI OOHAPYKEeHUS
UcToyHuK Onucanue [IpruMepnbl
MITRE ATT&CK - rs1aBHbIA UCTOYHHUK.
dopmManr3oBaHHOE

Mopgenu yrpo3s

InpeacraBjeHHUe Yyrpo3 AJid

[IpencTtaBisieT U3 ce6s1 HA60P TAKTUKH,

(Threat Models) . TexHUK U nipoueayp (TTPs)
KOHKPEeTHOW MHPPACTPYKTYPHL.
3JI0YMbIIIJIEHHUKOB.
CIS Benchmarks, pekoMmeHganuu
OnuchbIBalOT HOPMaJIbHOE U . ) ,
Benumapku npousBoauTesieit OC (Microsoft, Linux),
6e3omacHOe COCTOsIHME CUCTEM.
CEeTeBOro 060py/10BaHUS.
Pe3ysbTaThl pacciejoBaHUS TPOIIIbIX
AHanus AHas13 3aperucTpUupoOBaHHbIX
MHIUJIEHTOB, aHAJIM3 KOPHEBBIX
WHIUJIEHTOB paHee UHIU/IEHTOB

MPUYHUH.

HoBocTu U oTYeTHI
Wb

AxkTyanbHasi UHpopMaIus 0
HOBBIX yI'P03ax, YI3BUMOCTSIX
(CVEs) u meTo/jax aTak.

Otuetnl Kaspersky, Mandiant,
CrowdStrike, CISA (US-CERT), SANS
Internet Storm Center.

OTKpbITHIE
coobuiecTsa 1

['oTOBBIE IpaBUJIa U
006CYyX/IeHUS OT CO0bIIecTBa.

Sigma peno3sutopuu (0CHOBHOM
penosutopuit SigmaHQ), popymsl no
koHkpeTHbIM SIEM (Splunk, Elastic,

GitHub )
ArcSight).
Yoxe Hab6op cbIpbIX COOBITHH OT JloKkyMeHTanus K NpUJI0XKEHHUIO,
CyLIeCTBYIOIIME CYLLECTBYIOIIUX UCTOYHUKOB JIOTUPOBaHUeE JleHCTBUH
JIOTH CHUCTEMbl MOHUTOPHHTA. aIMMHUCTPATOPOB U NOJIb30BaTeJEeM.

PH,ZL HNCTOYHHUKOB U3 HpHBeAéHHOﬁ BhbIIIE Ta6JII/IL[bI ImoaApasyMeBae€T HaJIMIHE yiKe

GYHKIIMOHUPYIOLIEN

CUCTEMBI
5

MOHHTOPHHTIQ,

4TO JAeJjlaeT HEBO3MOXKHBIM HX




NpUMeHeHWe paHHUX 3JTanax co3jaHusg cucteMbl. Haunbosee 3¢dpPeKTUBHBIM
BapMAHTOM B JIaHHOM CJIy4ae SIBJISIETCS MCIO0JIb30BaHUE yKe paHee MOJrOTOBJEHHbIX
NpaBuWJ, KOTOPblEe HAallMCaHbl B YHUBepcaJbHOM popmaTte Sigma [5]. [[penmyiiecTtBoM
MCII0JIb30BaHHUS JJAHHOTO UCTOYHUKA SIBJSETCS 60JIblIOE KOJUYECTBO CYLECTBYIOLIUX
OTKPBIThIX PENO3UTOPHUEB C TOTOBBIMU NpaBUaMHU. Takve peno3uTOPUM HE TOJIbKO
CIAY>aT HeNoCpeJCTBEHHbIM HCTOYHUKOM JlaHHbIX, HO M TMO3BOJISIIOT ONpeJeJuTh
Jla/IbHEUIIMI BEKTOpP pa3BUTHUS CBOeHM COOCTBEHHOW MeTOAUKU (GOpPMUPOBAHUSA
cueHapueB [6]. BropbiM ¢yH/laMeHTa/JbHbIM NPEUMYLIeCTBOM UCHOJIb30BaHUs Sigma
SABJISIeTCA YHUPUIMPOBAHHBIN GopMaT ONKMCaHUs NPaBUJI, KOTOPbIM He NPUBS3aH HU K
ogHou u3 maatdopm. [lpu sTtom, AaHHbIM dopMaT NOAJep>KUBAeT HAMMUCAHUE He
TOJIBKO MPOCThIX MPaBuUJ, paboTawIUX B posid PUIbTPA COObITUH, HO U CJIOXKHBIX,
BKJ/IIOYAKOLMX B Ce0S rPyNNUPOBKHU NoJied, 06paTHble GQUIBTPHI, NOACYET KOJIUYECTBA
BXOXJEHUU U Apyroe [7].

Opensearch He mnogaepxuBaeT ¢opmaT Sigma, MN03TOMy HeEOOXOAUMO
NPOaHAJM3UPOBATh CTPYKTYPY OOBEKTOB MNpaBUJ OOHAPYKEHHUSI O0OEHUX CHCTEM,
paspaboTaTh 11abGJOH U CTpaTeruio KoHBepTaluu ¢opmaTa clieHapueB Sigma B
dopmMmaTt creHapueB Opensearch [8]. Ha pucyHke 2 mpeacTaBJieH MPUMEP CJI0XKHOTO

Sigma-npasuia.

detection:
selection:
process|contains:
- 'New-LocalUser'
- 'net user /add'
filter:
srclendswith:
- '-adm01.domain.com'
- "management.domain.com’
user|endswith:
- '@domain.com’
aggregation:
timeframe: 5m
group-by:
- src_ip
count: 3
condition: selection and not filter
condition: aggregation

PucyHok 2 - OcHOBHBbIE 10J1s1 NpaBusia B popMaTe Sigma /151 06HaApyKEHUSI UHIUIEHTA
HeJIETUTUMHOTO CO3/laHHS HOBOTO JIOKaJIbHOTO NoJ1b30BaTeJis yepe3 Powershell

6



OcHoBHas JiorMKa MpaBuJia 3aji0kKeHa B ceKuuMu detection, rje yka3sbiBaeTcsi
TpebOBaHMeE K I0JIK0 process no cofep:kaHuio ctpoyek New-LocalUser u net user /add
[9]. Tlpu sTOoM, c mnoMompbio cekuuu filters, wuckao4yarwTCad Bce COOGBITHA C
onpeJleIEHHbIM HMeHeM XocTa (II0 IOJIID SIc), a TaKXe CO3JJaHhe JIOMeHHbIX
noJsib3oBaTtesied (mo mnousto users) [10]. B ceknuu aggregation mnpexacTaBJieHa
IrpynMnupoBKa COOBITUH, MOANAJAIOIMUX I0J (GUJIbTP, MO MOJII0 XOCTA HCTOYHHKA
COOBITHSA. 32 5 MUHYT OXHU/JAeTCS YBUJETb, KAK MUHHUMYM 3 COOBITHS, MOCJE YETO
cJelyeT cO3[JaHUue UHIUJIeHTa MHPOPMalLlMOHHOW 6e3onacHocTH [11].

Bce ¢yHKIMOHA/IbHBIE 3JIeMeHTbl popmaTa Sigma, B TOM 4HC/e JJIS1 CJOXKHBIX
npaBuJ, MOTYT ObITh BocnpousBejeHbl B Opensearch. Ha pucyHke 3 npencraBjieHa

cxeMa cooTBeTCTBHS cylHocTer Opensearch u Sigma.

OpenSearch Sigma
PacnucaHme Schedule
schedule. period cron: 00" **
JSON: mHTepBan + eaMHMUbI YAML: cron BblpaxeHue
MHaeKchbl
. o Logsource
inputs.search.indices .
category: process_creation
Mpamoe ykazaHue
ABcTpaKumMa no TUMy JoroB
WMHAEKCOB

Selection
Teno zanpoca . .
. detection.selection
inputs.search.query
MNone=3Ha4eHue +
Query DSL + dunbTpbl
mog1dbmKaTopsl
Arperauum Aggregation
inputs.search.aggregations detection.aggregation
Bucket/metric arperauum count(), min(), max(), avg()
Ycnosue Condition
triggers.condition.script detection.condition
Painless ckpunT Jlormyeckume onepaTopsl

- Actions
Jenctema i .
. . action: slack/email
triggers.actions

Webhook/email/slack

YeegomneHusa

(onumoHanbHo)

PucyHok 3 - CooTBeTcTBUe cylHocTel Opensearch u Sigma
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Ha ocHOBaHMM MOJIyYeHHOW CXEMbI, MOXKHO pa3paboTaTh YHHUBEpPCAJIbHbIN 11a0JI0OH
npaBusiia Opensearch, mo3BossilOIMKA 06eCeYUTh COBMECTUMOCTb JBYX cucTeM. Ha

pUCYHKe 4 nipeJiCTaBJeH pe3yJbTar.

{
"schedule": {

"period": {
"interval": {{sigma.aggregation.timeframe | default: 5}}

}

"inputs": [
{
"search": {
"indices": ["{{sigma.logsource.category}}"],
"query": {
"query": {
"bool": {
"must": [
{{#each sigma.detection.selection}}
{"term": {"{{@key}}": "{{this}}"}}{{#unless @last}},{{/unless}}{{/each}}
]
}
b
{{#if sigma.aggregation}}
"aggregations": {
"group_by": {
"terms": {
"field": "{{sigma.aggregation.group-by.0}}",
"size": 100
}
}
}
{{/if}}
}
}
}
1
"triggers": [
{
"{{#if sigma.aggregation}}bucket_level_trigger{{else}}query_level_trigger{{/if}}": {

non

"name": "trigger”,
"severity": "{{sigma.level | default: 'medium'}}",
"condition": {

{{#if sigma.aggregation}}

"script": {

"source": "params._count >= {{sigma.aggregation.count}}"

}

{{else}}
"script”: {

"source": "ctx.results[0].hits.total.value > 0"

}
{{/if}}

PucyHok 4 - YHUBepcaJibHbIH 111a6JIOH NpaBuia o6HapykeHus AJs Opensearch
8



Sigma-cMHTaKCUC NOJIHOCTBI0 COBMECTUM C CHHTAaKCHUCOM NpaBuJ Ha Opensearch,
NOKUCKOBBIE 3aMpPOChl MOTYT ObITh BBINOJHEHBI C MNOMOILbLI lucene-QuabTpoB, a
arperaiguy ucnoJib3yoTcs B ¢dopmaTte Query DSL, KOTOpbIM MOJHOCTBbIO 3aKpbIBAET
NOTPeOHOCTU B TJIyOOKOM B3aWMOJEWCTBUU C JAHHBIMU JJisI OOHapy»XeHUs OoJiee
CJIOKHBIX UHI|UJIEHTOB.

3aK/loueHue

Metoauka ¢opMUpOBaHMsS MNpaBuJ [AJs CUCTEMbl MOHHUTOPUHIa Ha 0Oase
CYLLECTBYIOUIUX CLieHapueB B ¢opMaTe Sigma mo3BOJIIET OJHOMOMEHTHO IMOJYYHUTh
JIOCTYyIl K OOJIbIIOMY OOBEMY NOJATOTOBJIEHHBIX M NPOTECTUPOBAHHBIX CLIEHAPHUEB,
KOTOpPbIE MOXXHO A0pPaboTaTh MoJ, KOHKPeTHbIe HY»X/bl. DYHKIIMOHAJBLHOCTD IJIarMHA
Alerting fies1laeT NOJIHOCTBIO BO3MOXHBIM MpaBuia U3 ¢opmara Sigma B Query DSL. B
JlaIbHEUIIMX paboTax IJIaHUpPYyeTCcs pa3paboTKa MoAyJsd 10 aBTOMAaTUYECKOMY

nepesofy Sigma B Query DSL.
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